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About Rsam Tutorials

The Rsam module step-by-step tutorials are designed to help you learn about a specific Rsam module
and to gain basic familiarity with the user interface. The Rsam platform is highly configurable and is
capable of handling both simple and comprehensive applications. The step-by-step tutorials and Rsam
sandboxes, however, are specifically designed to quickly deliver a user experience without requiring
further training. Each step-by-step tutorial walks you through common, out-of-the-box functionality
within a given Rsam module, allowing you to get immediate hands-on familiarity with the module.

Step-by-Step Tutorial
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Rsam module step-by-step tutorials are designed to work with the out-of-the-box Rsam configuration.
You may follow this tutorial using an Rsam Sandbox environment or using your own instance of Rsam
that you already own. If you are using this tutorial with an Rsam Sandbox environment, the URL to
access your Rsam sandbox is delivered through an email. Otherwise, you may contact your Rsam
Administrator for the URL to access your Rsam instance.

If you are using an Rsam sandbox environment, you should have provided Rsam with your
organization’s internet facing IP address. To find this information, open a browser and connect to an
IP discovery site such as www.whatismyip.com, or contact your organization’s Network Administrator
for assistance. You may also contact your Rsam Customer Representative with any questions.

Sign-In Page

Tutorials leverage pre-defined accounts that require manual authentication. While your organization
may intend to use SSO authentication, Rsam sandbox environments require manual authentication
through the Rsam Sign-In page so that you can easily toggle between various sample accounts used
throughout the tutorial.

Username

Password

TN

<

&
COmPANY

Like most elements in Rsam, the Sign-In page can be configured in a number of ways. Different
authentication options such as user self-registration, integration with customer user directories (such
as Active Directory), or integration with Single Sign-On products, such as Shibboleth, can be applied.
You can also embed your own branding and logo on the Sign-In page.

Step-by-Step Tutorial



Rsam Security Incident Response

Overview

The Rsam Security Incident Response (SIRP) module allows you to manage events reported in your
organization. With this module, you review the events and escalate only those events to incidents
that impact your organization. The events escalated to incidents are managed and closed using the
playbook rules and tasks.

Security Incident Response Workflows

This section covers the following diagrams that illustrate the workflows in the Security Incident
Response module:

e Event
e Incident

e Task

Before proceeding to the specific workflows, it is recommended that you familiarize yourself with the
following Rsam workflow diagram key.

Workflow Diagram Key

4ru15|nualh,r cregted by user Explanation of
B{ logic evaluatad |
on button click
WDrkﬂw.lr State 5 u : Reversion Adtion
Standard Object Type P.“utlam1“, Ruﬂle“; AUTO-ACTION Role 1, Role2

Desmphm of action logic

Created by Automatic Process/|mport *

Workflow State Email NDtIﬁ[EItIDI‘I
Aspect Object Type

; Link to
continuation of
\W diagram
Workflow State
Report

Record Type
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Rsam Security Incident Response J.k R.Sam

Event Workflow

The following diagram depicts the out-of-the-box Event workflow.

~
Events can be created manually or can 2t Pencél\:;gnfubmwsmn
beimported using connectors such as

Splunk, Arcsight and so on J

Submit Event
Event Submitter, Event Manager

~
Escalate to Incident Event Pending Review Close Incident
Event Reviewer, Event Manager Event Event Reviewer, Event Manager
J
&2 .
— —— - AUTOEVENTRULES __ __ __
Incident Manager, ‘ ‘
s
Event Escalated Event Automatically Escalated Event Automatically Closed Event Closed
Event Event Event Event
.
T

| Events escalated as Incidents are
‘\ created as Incident record type and
start in the Incident Escalated from
) Event workflow state
Incident Escalated from Event
Incident
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A R-sam

Rsam Security Incident Response

Incident Workflow
The following diagrams depict the out-of-the-box Incident workflow.
Event escalated as Incidents are
created as Incident record type and
start in the Incident Escalated from Escalate to Incident
Event Submitter, Event Manager
Event workflow state Cancel Incident
Incident Owner,
Incident Reviewer,
( Incident Escalated from Event \ Incident Manager
L Incident (Root) )
Once the Incident reaches the Incident I
Escalated From Event workflow state, gin Investigation
users create a Task child record and Task Owner,
move the Task to the Completed Incident Owner,
o Incident Reviewer,
workflow state before beginning the Incident Manager @
investigation Incident L 4
. o Cancel Incident .
Incident Under Investigation Incident Owner, Incident Canceled
Incident (Root) Incident Reviewer, Incident (Root)
Incident Manager
Close Incident
Incident Owner,
Incident Reviewer,
Incident Manager
A 4
Incident Closed
Incident (Root)
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Incident Pending Submission
Incident (Root)

I
Submit Incident
Event Submitter / Event Manager

- - - Cancel Incident

( Incident Pending Review ) Incident Owner
g Incident Reviewer,
k Incident (ROOt) Incident Manager

1
Once the Incident reaches the Incident Begin Investlgatlong

. ) Task Owner,
Pending Review workflow state, users Incident Owner, |
nciden

create A Task child record and move the Incident Reviewer, 1 =
Task to the Completed workflow state Incident Manager
before beginning the investigation

. . Cancel Incident .
Incident Under Investigation Incident Owner, Incident Canceled
Incident (Root) InCIdentRewewer Incident (Root)
Incident Manager

1
Close Incident
Incident Owner,
Incident Reviewer,

Incident Manager
Incident Closed
Incident (Root)
Notes:

- This tutorial explains the workflow starting in the Incident Escalated from Event state.

- You may create as many variations to this pre-defined workflow configuration as desired to lessen
or increase the number of steps and to match your specific business processes.

User Accounts

User accounts are required for the individuals that are authorized to access a specific Rsam module.
The Rsam sandbox for Security Incident Response module comes with pre-populated sample accounts
that include the user accounts mentioned in the following table.

Note: Sample users for each of these roles are optionally provided with the baseline module
installation package.

Account ID User Business Responsibilities

r_sirp_event_m |SIRP This user is responsible for overall administration of events, therefore,
anager Event has the ability to create, submit, edit, and delete events. In addition,
Manager |this user can manage event escalation rules.

r_sirp_event_re |SIRP This user is responsible for reviewing events. The events are either
viewer Event escalated to incidents or closed directly.
Reviewer

Step-by-Step Tutorial
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r_sirp_incident_ |SIRP This user is responsible for creating tasks and playbook rules. Before
manager Incident |submitting incidents for investigation, the SIRP Incident Manager user
Manager |builds the task list.
r_sirp_incident_ |SIRP This user is responsible for investigating incidents.
reviewer Incident
Reviewer

r_sirp_task_own |SIRP This user has the ability to work on the tasks associated with incidents.
er Task However, this user has read-only permission on incidents that includes
Owner [tasks for which they are the owners.

The default password for all accounts in the Rsam Security Incident Response sandbox is password.
Individual users may change their password once authenticated. Users with administrator permissions
may also reset the password of other users.

High-Level Steps

The following is a high-level list of the steps described in this tutorial.

Step User Description

Step 1: Creating an Event |SIRP Event [In this step, the S/RP Event Manager creates an event.
Manager

Step 2: Reviewing the SIRP Event |In this step, the S/RP Event Reviewer reviews the event

Event Reviewer and escalates the event to incident.

Step 3: Creating a Task SIRP In this step, the SIRP Incident Manager creates a task.
Incident
Manager

Step 4: Creating a SIRP In this step, the SIRP Incident Manager creates a

Playbook Rule Incident playbook rule and assigns the task to the playbook rule.
Manager

Step 5: Responding to an |SIRP In this step, the SIRP Incident Manager builds the task

Incident Escalated from Incident and submits the incident to the SIRP Incident Reviewer

the Event Manager user for investigation.

Step 6: Working with SIRP Task In this step, the SIRP Task Owner works on the tasks

Tasks Owner associated with the incident.

Step 7: Investigating the |SIRP In this step, the SIRP Incident Reviewer works on all the

Incident Incident tasks associated with the incident, then closes all the
Reviewer tasks, and then finally closes the incident.

Step-by-Step Tutorial
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Step-by-Step Configuration

This section contains the workflow steps we will follow in this tutorial. The path covered in this
tutorial will walk you through the steps to create an event, escalate the event to incident, create a
task and playbook rule, respond to the incident, and investigate the incident. This path was chosen as
it is a common path to follow, though you are welcome to explore other paths as well.

From this point forward, we will provide the steps that are required to complete this tutorial. Before
you begin to practice each step, consider the following underlying capabilities:

a.

Practicing each step requires a different user account as mentioned in the High-Level Steps
section. However, you may execute all the steps with the S/RP Incident Manager credentials in
one session if desired.

Workflow state transitions involve sending email notifications to users in the workflow. If you
want to ensure that your workflow users receive the notifications while practicing the steps,
please see the Setting up Email Addresses section of the Appendix A, later in this tutorial.

Step 1: Creating an Event

In this step, you will log in to Rsam as the SIRP Event Manager to create an event manually.

Note: Instead of creating events manually, you can also import events from 3rd party Security
Information and Event Management (SIEM) software products, such as Splunk, ArcSight and QRadar.

1.

Step-by-Step Tutorial

Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Security Incident Response module.

Sign in as the SIRP Event Manager user. Enter Username as r_sirp_event_manager and
Password as password.

From within the navigation panel at the left-hand side, navigate to Security Incident
Response > SIRP Management Team Home.

Security Incident Response

SIEP Management Team Home

Events Mavigator
Event Dashboard
Event Rules Management

Submit a Mew Incident

The SIRP Management Team Home page appears.

10
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4. Under Self Registration, click Submit a new Event record.

Self Registration

Submit a new Incident record

Submit a new Event record

The page displaying the event category types appears.

5. In the Information column of the SIRP Event Library category, click Select.

Select from the list below

Hams Type Entity State Category
SIRP Event Library SOAR Data Rsam Libraries LU Salegt
SIEP Incident Library SOAR Dals R Libraries M/& Select
TVM Data SOAR Data e — WA Select

The Event (new) record opens with the Event tab selected.

6. Complete the Event Source, Event Category, Event Subcategory, Event

Description attributes, and any other attributes that are necessary to your business
requirement.

" E\"ent (new:l E Editatde Uipdake Save & Close Action * L | L] u n
<—| Ewent

e | [Esoaiasd|

Event ID | EVENT-Z006-1403 Event Source  Usar

Event Category  Complaint 4 Event Subcategory  Mebwork Activity v

= Event Descriphbion [dentified malwara in the nebwork

Event Nobes
Event 0O EBe Attschments Number of
Attachment(s) (ccurrences

7. Click Submit Event.

8. Hover the cursor over the username at the right-hand corner and select Logout from the
options that appear.

You have been successfully logged out from the Rsam Security Incident Response module.

Step-by-Step Tutorial .
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Step-by-Step Configuration

Step 2: Reviewing the Event

2\ R-sam

In this step, you will log in to Rsam as the SIRP Event Reviewer to review the event and escalate the

event as incident.

1. Open an Rsam supported browser and enter the URL of the Rsam instance containing the

Security Incident Response module.

2. Sign in as the SIRP Event Reviewer user. Enter Username as r_sirp_event_reviewer and

Password as password.

3. From within the navigation panel at the left-hand side, navigate to Security Incident
Response > Events Navigator.

The Event Navigator home page tab appears.

4, With SIRP: Event Navigator selected, click Event Pending Review.

SIRP: Event Mavigator '|

* Event Pending Review (1)

The events in the Event Pending Review state appear.

5. Locate the event record.

6. Double-click the event record.

STRP: Event Navigator = Refresh Cancel | | add = m Delete Assign.., action *| | Qo to

x| &
RS r——— =T P —————r

* Event Closed (221) | OF©® evem 2017-04-26 03:26:1% EVENT-2016-165 DLP Policy Viela

* Event Pending Review (321] | OF © event 2017-04-28 03:26:20 EVENT-2016-167 Weridor Equipment

OF @ evem 2017-04-26 03:26:20 EVENT-2016-167 Vendor Equipment

! I OF @ event 2017-07-29 02:52:39 EVENT-2016-1403 Usar Curru:lilni]

OF © event 2017-04-28 D3:26:19 EVENT-2016-164 owe Policy Viola

The Event record opens with the Event tab selected.
7. Click Escalate to Incident.
Step-by-Step Tutorial 12
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G chuse s | (s | <]+ 0|2/
{.l | Ewent [ Disoussion ” Ernail Tr ”m]
Event ID' | EVENT-2016-1403| Event Spurce  Lissr v
Event Category Complaink - Event Subcategory Metwork Activity w

& Fvant Desoription  [dentified malwars in the network

Ewent Notes

Fuent Attachmaent(s) 1 = Atachments Humber of
Ccurrenoes

8. Hover the cursor over the username at the right-hand corner and select Logout from the
options that appear.

You have been successfully logged out from the Rsam Security Incident Response module.

Step 3: Creating a Task

In this step, you will log in to Rsam as the SIRP Incident Manager to create a task.

1. Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Security Incident Response module.

2. Sign in as the SIRP Incident Manager. Enter Username as r_sirp_incident_manager and
Password as password.

3. From within the navigation panel at the left-hand side, navigate to Security Incident
Response > Task Library Management.

Security Incident Response

SIEP Management Team Home

Incident Response Navigator
Incident Response Dashboard
Playbook Rules Management
Task Library Management

Submit a Mew Incident

The Task Library home page appears.

4. Click the Create a Task Library Entry image.

Step-by-Step Tutorial
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Step-by-Step Configuration J.k R‘*Sam

Create a
Task Library
Entry

The Library Task (new) record opens with the Library Task (new) tab selected.

5. Complete the Task Order, Task Type, and Task Name attributes, and set the Task
Assigned To attribute to r_sirp_task_owner. You may also complete other attributes, as

necessary.
* Library Task (new) Ei edinatie savaiciosn | [ action~ 4l » || n
ll.‘:—|_| Library Task |

Task Order 1 = Task Type [Imvestigate L

* Task Mame Examine nebwork [Ps affected by malware

Task Assigned To " q Task Atiachment 0 Fils Attachment{s]

Task Instructions  Use MxXToolbox to guery multiple reputational seurces for information about the [P or domain

6. Click Save & Close.
A new task is created.

Step 4: Creating a Playbook Rule

In this step, by staying signed in to Rsam as the SIRP Incident Manager, you will create a playbook
rule and assign the task created in Step 3: Creating a Task to the playbook rule. At the end, you will
activate the playbook rule.

1. From within the navigation panel on the left-hand side, navigate to Security Incident
Response > Playbook Rules Management.

2. Click the Create a new Playbook Rule image.

Cr{t&te a
Playbook

Rule

The Playbook Rule (new) opens with the Playbook Tasks Rules tab selected.

Step-by-Step Tutorial
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3. Enter a name in the Playbook Rule Name attribute.

* Playbook Rule (new) e Update Save & Close | | Amson« e - |
L ]_I Flaybook Tasks Rules
Sowrce (select one or q Category (select one g
mara) o more )
Data Types Invelved q Subcategory {«sel-et'\‘:I 9
e O D
Search the
Descriplion lor the
Tollowing texi:
Incident Lo ation q Trecidiont | o aticn q
State Country
A Refrash Add D Ramoe
No Data
Records per page | 50 s < Page = of

4. Set the Source (select one or more) attribute.

a. Click the | *|icon associated with the Source (select one or more) attribute.
The Source (select one or more) dialog appears.

b. Select the check box for required sources.

Source (select one or more) u
O owp

[T Hotline

i service Desk
[ siem

B user

(] vendor

Update Cancel

c. Click Update.

5. Set the Category (select one or more) attribute.

a. Click the E icon associated with the Category (select one or more) attribute.
The Category (select one or more) dialog appears.

Step-by-Step Tutorial
Security Incident Response Module
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b. Select the check box for desired categories.

Cateqgory (select one or more) u
B complant

[C] Equipment Loss

O] Forensic Concemn

[ Fraud

|:| Information Secunty Issuea
[ tntel Tip

O Paolicy violation

[ physical Security Inddent
[ erivacy/Compliance

c. Click Update.
The Category (select one or more) attribute is set.

6. Set the Subcategory (select one or more) attribute.

a. Click the |E| icon associated with the Subcategory (select one or more) attribute.
The Subcategory (select one or more) dialog appears.

b. Select the check box for desired subcategories.

Subcateqory (select one or more) u
(] Insider Threat ™
(] Intrusion
Ei Malwara
(] Misconduct
[[] Metwork Activity
[T} Phishing
[] Social Engineering
[} Theft - Data
[[] Theft - Hardware

m

c. Click Update.
The Subcategory (select one or more) attribute is set.

Step-by-Step Tutorial
Security Incident Response Module
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7. Add the tasks you want to trigger.

a. Click Add along the Tasks to Trigger.
The Tasks to Trigger dialog appears.

b. Select the check box for desired tasks and select the task created in Step 3: Creating a

Task.
*Tasks to Trigger n
sl % L} n R -afy
Drag a column here to group by.
Tank Nams Task Typa Task Instructons
Examne retwork 1Ps affected e MiToolbax b guery multiple reputational sources: for
[ ¥] T———re

bty ey arw informaten about the B or domasn

Resuls: 1 REecords per page 50 4 Page |1 Poall Limat todal results [o:

Salect AR Clinal Salacionis) Bap e Al Seipbinctmsi ) Cancal
————

c. Click Update.
The task is added and appears under Tasks to Trigger.

8. Click Activate Rule.
A new playbook rule is created and is in the active state.

Note: Clicking Save & Close will put the playbook rule in the deactivated state.

Step 5: Responding to an Incident Escalated from the Event

In this step, by staying signed in to Rsam as the S/RP Incident Manager, you will respond to an
incident escalated from the event. During this process, you will build the task list. Later, you will
assign an owner to each task and submit the incident for investigation.

1. From within the navigation panel on the left-hand side, navigate to Security Incident
Response > Incident Response Navigator.

The Incident Response Navigator home page appears.

Step-by-Step Tutorial
Security Incident Response Module
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Step-by-Step Configuration J.k R-SEIITI

2. From within the Incident Response Navigator home page, click Incident Escalated from
Event.

SIRP: Incident Navigatore

Incident Closed (2)
Incident Escalated from Event (1)

Incident Under Investigation (2)

The incidents escalated from events appear.
3. Locate the incident.

4. Double-click the incident.
The Incident record opens with the Incident tab selected.

5. Complete all the required attributes, and any additional attributes that are necessary to you.

* Incident 5 Edaable m Cose odent | | Cancel Inadent upsdaty Save & Ot | | Ament o |» .\;d

Incidest 1D |NCIDENT-2016-19 Inc it Sousie  Uner -
Incldent Category Complard w Incident Subrategory Network Aotvaly w

= Incldent Descriplion [dentdiod malw & & i e Rt s ek

Incident Noles
Beported By T q Submittod iy T 4
Dhata Typars Darwobeod o O Fda SRtachenentis
[sebeci sne oF more] Incident Alschement(s) =500 sTlachmans]
Eelated Fosts q * Related incidents L]
Relsted Vendors [ Imcidonts thal relerescs q
Ahits il

6. Click the Location tab, and then complete all the attributes as necessary.

< [ [ s | conss | oo | ks | ook | commurcans || reres || s || omenime | eveesvansen

Incident Address
Incident City Incident State M) v

Incident fip Code Incident Country v

Indident ootdinates

Step-by-Step Tutorial
Security Incident Response Module
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7.

10.

11.
12.

Click the Task Library tab.

I“H'_“t G ediable m Cancel incident | | Acton+ all» \:;n

mm-t||mllmIImmlihﬁl[wmn]lMHMIIMIIWHMMI |

To marmsally add one or more tasks from the Task Libsary to Bes Inodent, dick on
the “&dd™ button below. Onos the task st is Ainakeed, dick the “Bubd Task List™

button to generate tasics that will be managed on the “Tasks™ tab.

WA s D -
- i efrash Lo ] s

Click Add along the Related Playbook Tasks.
The Related Playbook Tasks dialog appears.

Search for the task created in Step 3: Creating a Task and select the check box for the task.

Related Playbook Tasks ﬂ
A ® Refresh

¥ Drag a column here to group by.

Task Name Task Type Task Instructions
Reaew Wyomng Secunty .
O B Mot Laws Review Regulations Wiyo, Stat. § 40-12-501 et seq.
Rerview Destrict of Columbia
[0 security Breach Notification Review Regulations D.C. Code § 28- 3851 et seq.
Laws
O probe thek Irwestigate
E
(] Examine network [Ps affected Investigate Use MiToolbox to query multiple reputational sources
by malware for information about the 1P or domaan i
— ]
Results: 65 Records per page 50 << | | = | Page 2 # of2 > Limit total results to: |
Selact all Clear Selection(s) Clear all Selection(s) Cancel
Click Update.

The task is added to the incident.
Click Build Task List.

Step-by-Step Configuration

In the message that appears indicating that the tasks are created and appear on the Tasks tab,

click OK.

Workflow x

Tasks have been created and can be viewed on the "Tasks" tab.

Step-by-Step Tutorial
Security Incident Response Module
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Step-by-Step Configuration

13.

14.

15.

16.

28 Rsam

The tasks enter the Pending Assignment state and appear on the Tasks tab.

| Lo [ [ ]

Task by || Communcaton | orsss || ndence | cateimes || Event ariuens |

Taaks o sutomatcsly ganaraled based on Playbook Rules. Ad-haes taaks can ba
mddesd to thea Incident By cholang on the ~Add™ button belew, To manually bnk 8 Gk
fircem: Bhee Task Library, use the Tash Library tabs.

Tasks Rofrash Opan Codata | | dckion * m all=z (=
Eecord WorkMlow SEpie Task Cirder Task Hame Task Typs Task Assigmed To
CFo @  Pendng assignment 1 et b s Imieshate
Double-click the task.
The Tasks record opens with the Playbook Tasks tab selected.
Complete the Task Due Date attribute.
'Tasks e & Edtabia m Update Save bChose | | Actcne a|lw]fs n
fU Playtook Tasks l Cratws, Tamets: I
Task Grder | # Task Due Date |
Tk Subsmitter q Task Assbgned Te T q
® Tosh Mame  Exsme pelaoi [P sfleced by mabware " Task Type  Irvestigate v

Task tnstructhons  Use MuTosbon bo guery sultpls reputabonal seurces for slormaton abeut the 1P of doman

Task lowrmsl

Task ATEac hmsnnt

Set the Task Assigned To attribute to r_sirp_task_owner.

a. Enter r_sirp_task_owner in the Task Assigned To attribute. A list of users

matching the criteria appear.

b. In the user list, select r_sirp_task_owner “r_sirp_task_owner” ().

Assigned To 1 r_sirp_task Q

r_5ir|}_t35k_uw4ﬂ$r "r_sirp_task_owner " ()
; of

The Task Assigned To attribute is set to r_sirp_task_owner.

Complete other attributes as necessary.

Step-by-Step Tutorial
Security Incident Response Module
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ng R'SEIITI Step-by-Step Configuration

17.

18.

19.

Click Assign Task.
The task enters the Assigned state.

Click Begin Investigation.
The incident enters the Incident Under Investigation state.

Note: If you have defined Playbook Rules, the tasks are linked automatically to incidents as
children when the criteria is met.

Hover the cursor over the username at the right-hand corner and select Logout from the
options that appear.

You have been successfully logged out from the Rsam Security Incident Response module.

Step 6: Working with Tasks

In this step, you will log in to Rsam as the SIRP Task Owner to work on the tasks associated with the
incident. You will want to create tasks manually when there are no Playbook Rules that link the tasks
to incidents.

1.

Open an Rsam supported browser and enter the URL of the Rsam instance containing the
Security Incident Response module.

Sign in as the SIRP Task Owner user. Enter Username as r_sirp_task_owner and
Password as password.

From within the navigation panel at the left-hand side, navigate to Security Incident
Response > Incident Response Navigator.

Security Incident Response

Incident Response Navigator

Submit a new Incident record

From within the Incident Response Navigator, click Incident Under Investigation.

SIRP: Incident Navigatur'|

Incident Under Investigation (1)

The incidents in the Incident Under Investigation state appear.

Locate the incident.

Step-by-Step Tutorial
Security Incident Response Module

21



Step-by-Step Configuration

6. Double-click the incident.
The Incident record opens with the Incident tab selected.

7. Click the Tasks tab.

8. Double-click the task.
The Tasks record opens with the Playbook Tasks tab selected.

9. Click Begin Task.

28 Rsam

T_._ﬂm_, B eduatie m Lo allw VH
J[Ha.m Taml wn-! ]"
Task Order 1 = Task Dee Date /157018
Task Submiller g Tash Assigned 16 2 ¢ oo rask_owmer i %
& Task Maieh  Fuarmsne network [P affected by mabeare & Tadk Type Invarhoata -
Tash lnstractians Use M Toodbaw to quisry mulple raputatonal sources for dormatcn about the 1P or domain
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The task enters the In Progress state.
4. Click Close Task.
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The task enters the Completed state.

10. Repeat steps 8 through 10 to close other tasks, if available.

11. Hover the cursor over the username at the right-hand corner and select Logout from the
options that appear.
You have been successfully logged out from the Rsam Security Incident Response module.
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Step 7: Investigating the Incident

In this step, you will log in to Rsam as the S/RP Incident Reviewer to review the closed tasks

Step-by-Step Configuration

associated with the incident. You will close the incident if all the closed tasks are found satisfactory.

1.

Open an Rsam supported browser and enter the URL of the Rsam instance containing the

Security Incident Response module.

Sign in as the SIRP Incident Reviewer. Enter Username as r_sirp_incident_reviewer and

Password as password.

From within the navigation panel at the left-hand side, navigate to Security Incident

Response > Incident Response Dashboard.

Security Incident Response

Incident Response Mavigator

Incident Response Dashboard

Playbook Rules Management
Task Library Management

Submit a New Incident

The Incident Response Dashboard home page appears.

From within the Incidents by Work State chart, click on the bar representing the Incident

Under Investigation state.

Incidents by Workflow State Recent Incidents by Category

- |

e Cagta] 3
2 i

Incidents by Month

The SIRP module Incidents by Workflow State chart opens with incident records.
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5.

10.

Click Incident Under Investigation.
The incident records in the Incident Under Investigation state appear.

Locate the incident you want to investigate and close.

Double-click the incident.
The Incident record opens with the Incident tab selected.

Click the Tasks tab, open the tasks, and review all the associated tasks.

Click Close Incident.
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The incident enters the Incident Closed state.

Hover the cursor over the username at the right-hand corner and select Logout from the

options that appear.

You have been successfully logged out from the Rsam Security Incident Response module.
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Appendix 1: Email Notifications and Offline
Decision Making

Setting up Email Addresses

This module is configured to send automated email notifications at specific points in the workflow. In
a production system, email addresses are usually gathered automatically using an LDAP server or a
directory service. However, the email addresses in your Rsam instance can be manually provided for
testing purposes. To manually provide the email addresses, perform the following steps:

1. Open an Rsam supported browser and enter the URL of your Rsam instance containing the
Security Incident Response Module module.

Sign in as r_admin user. Enter Username as r_admin and Password as password.
Navigate to Manage > Users/Groups.

Double-click a user row to open the details.

g A W N

Provide an email address in the eMail ID attribute.

User Details
User Id:

[ 152048

First Name: Middle Name: Last Name:

| May, | || Brian

eMail ID: Phone Number:

support@rsam.com |

Password:

Confirm Password:

[ Lpap user

User's LDAP ID:

|

User's LDAP Domain:
Please select a Domain

6. Click OK.
The email address of the user account is saved.

Step-by-Step Tutorial
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Appendix Jﬁk R‘*Sam

Offline Decision Making

Rsam email notifications are configurable including what notification should be sent, what users or

roles will receive the notifications, and the content in the notifications.

Offline Decision Making is a powerful and popular feature of Rsam. It provides the Rsam platform
directly to the users to perform workflow actions without connecting to the Rsam module. The
following image illustrates an example notification template that has custom text, data from the

record, embedded links to the application, and Offline Decision Making actions.

Susjeck: HE: Ectiplion Fegque stisn #2241 Canfrmitian for Bill Snis

Subject: Exception Request #2241 Confirmation For Bill Smith

A preliminary approval has been submitted for Exception Request #2241, submitted by Bill Smith on 5/5/2014. You have been
assigned as the sendor reviewer in charge of final acceptance or rejection of this reguest,

Details:

Exception Request: H2241

Submitted by: Bill Smith on 5-5-2014
Approved by: Wanda lobnson on 5-10-2014
Exmiration Date: 5-15-2014

Shert Description: {View Full Details in Rsam )

The nevs implementation of “Ovder-1t" [order management system) is unable to conform to the organization 3DES encryption
standard. DES has been implemented until the vendor can support fully support 30DES. A temporary exception is requested until that time.

Select an action from the list below:

*  Accept this Reguest
e Reject this Reguest

kT
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Appendix 2: Rsam Documentation
SIRP Module Baseline Configuration Guide

To learn more about the pre-configurations in the Security Incident Response Module, refer the
Security Incident Response Module Baseline Configuration Guide. You should have received the
Security Incident Response Module Baseline Configuration Guide along with the Security Incident
Response Module sandbox. If not, please contact your Rsam Customer Representative to obtain an
electronic copy of the Security Incident Response Module Baseline Configuration Guide.

Online Help

This tutorial provides the step-by-step instructions for the Rsam Security Incident Response Module
module. To get familiar with the specific Rsam features used in this configuration, refer the Rsam
End-User Help, Rsam Administrator Help, or both. The Online help you can access depends on your
user permissions. To access the Online Help, perform the following steps:

1. Sign in to your Rsam instance. For example, sign in as Example Administrator user. Provide the

Username as r_admin and Password as password.

2. Hover the cursor over Help and select an Online help from the menu that appears. Depending
on your user permissions, you will be able to access the Rsam End-User Help, Rsam
Administrator Help, Step-by-Step Tutorials, or all.

The following image shows the Rsam Administrator Help, opened from the Example
Administrator user account.
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